
 FORMDROPDOWN 

[image: image1.jpg]MINISTRY OF DEFENCE




Please return to:
Information Management Team, DSAS, Room F156, Bldg 351, RAF Brampton, Huntingdon Cambs PE28 2EA
                             Tel: (01480) 425381  

Notes: 

The form may be RESTRICTED when completed and needs to be processed by our Information Management Team; therefore please do not email back unless you have access to the RLI. 
* indicates a mandatory question. If these questions are not completed then the accreditation process may be delayed.

	Date:   
	     


	
	

	

	1. Company Details

	Your ADS Reference (if known):
	     

	*Project/System Name:
	     

	Project Acronym (if known):
	     

	

	2. Points Of Contact 

	Note: Site(s) must be completed to indicate areas where the System is intended to be used. This may be on various sites or locations within a site.

	*Company Name:
	     

	*Site(s):
	     

	A. Security Controller or Equivalent 

	Note: This section must be completed as this is the person that we will usually contact.

	*Title:
	     

	*Name:
	     

	*Telephone No:
	     

	*Email:
	Unclassified:                                            

	
	Restricted (if applicable):      

	*Address:
	     

	B. System Operating Authority or Head of IT Security or Equivalent

	Note: This person is responsible for all aspects of system operations and must be appointed before a system is put into service

	*Title:
	     

	*Name:
	     

	*Telephone No:
	     

	*Email:
	Unclassified:                                            

	
	Restricted (if applicable):      

	*Address:
	     


 FORMDROPDOWN 

 FORMDROPDOWN 

	B. Information Risk Manager (IRM) or Senior Responsible Officer within Company
	C. Information Asset Owner (IAO) or

Managing Director of Company

	Note: The IRM is the individual who is responsible for determining the balance between business needs and security issues, managing the risk(s) accepted and who is accountable for the consequences of their decision(s). 
	Note: The IAO is a senior individual involved in running the relevant business. Their role is to understand what information is held, what is added and what is removed. How information is moved and who has access and why.

	*Title:
	     
	*Title:
	     

	*Name:
	     
	*Name:
	     

	*Position:
	     
	*Telephone No.
	     

	*Telephone No.
	     
	
	

	

	*Do you have access to VTC facilities?
	 FORMDROPDOWN 

(if yes we will contact you for more information) 

	

	3. Project / System Profile

	*Do you have any previous accreditation?
	 FORMDROPDOWN 
 

(*if yes please attach evidence of accreditation)

	*If yes, type of accreditation (if applicable)
	  FORMDROPDOWN 

(please include expiry date and any other details below i.e letter ref from GSA)
     


	*Protective Marking of the system 
	 FORMDROPDOWN 


	*If CONFIDENTIAL or above, is the system housed in a List X facility? 
	 FORMDROPDOWN 
 

(*if yes, please attach evidence i.e. letter/email from DE&S ISS)

	*At CONFIDENTIAL or above, if no have you contacted DE&S ISS or equivalent (AWE customers) to arrange a List X assessment? 
	 FORMDROPDOWN 


	Note: It is a requirement of accreditation of CONFIDENTIAL and above that DE&S ISS have visited and approved your facility. Early contact is strongly advised.

	*Does the system include handling of any codewords, caveats or descriptors?
	 FORMDROPDOWN 
 

(if yes, we will contact you for more information, also you may wish to amend the PM of this document if you feel specifying you have a codeword warrants it)

	*Does the system have a connection to another government network such as the RLI?
	 FORMDROPDOWN 
 

	*Contracting Authority: (MoD customer/IPT)
	     

	*Do you have a Security Risk Register?:
	 FORMDROPDOWN 
 (*if yes, please attach)

	*Criticality Level (See note below)
	 FORMDROPDOWN 


	*Number of users
	     

	

	4. *System Description

	Note: Please include brief details on amount of data processed, hardware, connections, laptops, (MoD) personal data, NT4, RLI etc.

     


	Is the system currently in use?
	 FORMDROPDOWN 

	If No, please specify go live date
	     


 FORMDROPDOWN 

 FORMDROPDOWN 

	DSAS Use Only

	Date Received:
	

	Acknowledgement Letter Sent:
	

	File Created:
	

	DSAS File Reference:
	

	
	

	Passed to Team 7:
	

	Accreditor Contact Made:
	

	Assigned Accreditor:
	

	ISS Reference Number Confirmed:
	


Criticality Levels (CL)

Criticality Levels (CL) are used to gauge the impact on integrity and availability of any disruption to a CIS, or exploitation of any information they contain. There are four defined CL, which are described in decreasing order of impact below.

Criticality Level 1 (CL1)

Predominately those systems that are critically essential to the UK’s war fighting capability (e.g. Command and Control, weapon platforms/systems and some communication, logistic and admin systems) and those that process and store critical and highly sensitive intelligence information.

Criticality Level 2 (CL2)

Predominately those systems that directly support the UK’s war fighting capability (e.g. operational and some logistics and admin systems, essential management and finance systems).

Criticality Level 3 (CL3)

Predominately those systems that contribute to the effective running and management of the MoD.

Criticality Level 4 (CL4)

All other systems.
What happens next?
Your details will be logged with our Information Management Team and your application will be acknowledged, this should be done within 3 working days of receipt but please allow some extra time for postage delays etc. Then a file will be set up and all pertinent correspondence and decisions will be placed in it.

An Accreditor will attempt to contact the Security Controller/Contact within 5 working days of receipt and discuss the next steps. The Accreditor may ask to meet with you and will be looking for you to provide evidence that your system is able to protect MoD to the required level and also discuss the next steps. We look forward to working with you. 
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