JSP 740 Acceptable Use Policy
Introduction

This is the MOD Acceptable Use Policy for Users of MOD Information
Technology equipment and Telecommunications networks (AUP).

It applies to everyone who uses MOD owned or leased Information
Technology equipment and Telecommunications networks (MOD IT and
Telecoms) including personal computers (whether or not connected to a
network), laptops, terminals, Personal Digital Assistants (PDAs), computer
kiosks, printers, fax machines, photocopiers, video conference facilities and
telephones of all types.

It covers:

- What is Acceptable Use?

- What is Unacceptable?

- Personal Use of MOD IT and Telecoms;

- System Back-ups and Monitoring;

- How to Report Unacceptable Use.

You must abide by this AUP in order to use any MOD IT and Telecoms.

Some systems require you to acknowledge this AUP before allowing Log On.
However, the AUP is applicable to everyone who uses MOD IT and
Telecoms, irrespective of whether specific confirmation is required.

If you are found to have contravened this AUP, the MOD may take disciplinary
action against you. Serious breaches could lead to prosecution.
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What is Acceptable Use?

The MOD defines Acceptable Use as the use of MOD IT and Telecoms in
support of official core business, or any other permitted activity highlighted by
this AUP. This includes official trade union business, MOD sponsored training
or educational courses, and limited personal use.

Many UK laws govern the way that you use MOD IT and Telecoms. This AUP
will help you to comply with these laws, as well as guide you on acceptable
and unacceptable behaviour.

It also informs you of, and helps you comply with, MOD policies.

Some activities are legal on your own computer at home, but are prohibited by
the MOD.

As always, the MOD expects you to exercise a high degree of honesty,
integrity and respect for others. This applies as much when you are using
MOD IT and Telecoms as at other times.

Many of the systems covered by this AUP also have their own Security
Operating Procedures (SyOps). In addition to abiding by this AUP, you must
also comply with the SyOps for the system that you are using.

JSP 740 Acceptable Use Policy 2




JSP 740 Acceptable Use Policy

What is Unacceptable?

Any breach of this policy may result in disciplinary action.

Serious offences may lead to dismissal and possibly prosecution, the
penalties of which may include a custodial sentence.
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Personal Use of MOD IT and Telecoms

The rules for personal use of official telephones are in JSP 451. In general,
official telephones must not be used for personal calls. There are a few
exceptions, including genuine emergency, and where you are paying for the
calls personally through a charge card.

The MOD does not impose a blanket ban on personal use (i.e. any use that is
not part of MOD business or an individual’s official duties) of MOD IT and
Telecoms. However, personal use may be withdrawn for operational reasons
or if abused and is subject to these directives:

The MOD accepts no liability for any loss or detriment suffered by you
through personal use of MOD IT and Telecoms.

The MOD does not provide a secure transaction system for any
information passed, or purchase made, for personal use.

If you create, send, import or store personal information on any MOD IT
and Telecoms, you do so entirely at your own risk.
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System Back-ups and Monitoring

Any personal information that you enter on any MOD IT and Telecoms will, in
general, be handled in the same way as business information. For example,
data on the MOD’s main networks and transaction logs are routinely backed

up by the service supplier, and will be stored for a period of time.

The MOD seeks to safeguard users of its networks from inappropriate
activities and unacceptable material. One of its safeguards is monitoring. All
MOD IT and Telecoms may be monitored for compliance with current
legislation and MOD policies.

Monitoring also has the following purposes:

- to establish compliance with MOD policies on electronic working;
- to investigate any suspected or actual breaches of MOD policy;
- to investigate security procedures and system performance;
- to gather evidence for investigative or disciplinary purposes;
- to facilitate other legal and security purposes.
Any personal information collected during monitoring will only be used for the

purposes for which it was collected, except where it reveals information that
the MOD could not reasonably ignore (e.g. evidence of gross misconduct).

Monitoring is not conducted for the purposes of establishing performance or
efficiency of employees (except where local agreements have been
negotiated which rely on agreed automated performance measures).

If you don’t want the MOD to know about it,
don’t use MOD IT and Telecoms.
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How to Report Unacceptable Material or Unacceptable Use

If you receive or accidentally
view Unacceptable
Material or witness
Unacceptable Use

DO NOT DELETE
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DO NOT OPEN
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Line Managers of
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instructed to do so
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PPPA or their
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Behaviour section

of the Line

Manag;r’s C_ontact

Handbook Your Line Manager

Your Chain of Command
PPPA
Chains of Your Single Point Of
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ervice Personnel
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Service Discipline
Manual
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